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Introduction

e The DLA Account Management and Provisioning System (AMPS) has been
designed to automate the manual processes currently involved in the creation and
maintenance of external end user DLA Collaboration accounts. The AMPS
replaces the DLA Enterprise Systems Account Management (DESAM) system
formally used to obtain access to the DLA Collaboration system.

Purpose:

e Collaboration external end users will access the DLA Account Management and
Provisioning System (AMPS) to submit System Authorization Access Requests
(SAARS) in order to obtain the access required to perform the functions
associated with their Collaboration job role

e Users will be able to Self-Register and Request Access through AMPS

e The purpose of this job aid is to provide end users with the navigational help they
need to perform the basic functions of AMPS

e The goal of the system is to enhance the efficiency of the account request and
maintenance processes by minimizing the amount of manual human intervention
required.

Business Scenario:
e External end users will use AMPS to request access to the Collaboration system,
update their user profile, and to check the status of their request(s)

Audience:
e External end users of the BSM Collaboration system
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Frequently Asked Questions (FAQ)

What is AMPS?

e The DLA Account Management and Provisioning System (AMPS) is a web-based
account management system that will provide external Collaboration system users with
an automated tool for requesting user accounts and passwords for the Manugistics
Collaboration system

Why is DLA implementing AMPS, and what are its benefits?
e The AMPS replaces the DLA Enterprise Systems Account Management (DESAM)
system in order to absorb some of the advantages listed below:

0 Automation of the user account request process
0 User ability to check on the status of existing in-process account requests

0 Enhanced Supervisor / Collab POC capabilities to better manage subordinate
application access

0 An automated approval process resulting in enhanced productivity for Supervisor
/ Collab POCs and Security Officers

o0 Provide end users the ability to annually extend their access requirement
and validate your ‘current/active’ status

¢ The AMPS is an intuitive system that can be accessed through your desktop web
browser. AMPS streamlines the account access request and approval process providing
more efficient access to DLA computer systems

o AMPS leverages existing data reducing the data entry required by the end user

o External end users will be able to access AMPS so they will not have to submit a paper
DISA Form 41, or DD For 2875, Systems Authorization Access Request (SAAR), to
obtain access to DLA Collaboration systems

Who is impacted by this release of AMPS?
e All users who have or require access to the DLA Collaboration system

Where can | get more information on AMPS?
e You can also contact your AMPS Representatives at (804) 279.4357 or DSN 695.4357
or toll free at 1.866.335.4357

How often will I need to access AMPS?

o If you do not currently have access to the Collaboration system, you will initially access
AMPS to submit your Systems Authorization Access Request (SAAR) for access to the
Collaboration system

o If you already have access to the Collaboration system, you will initially access AMPS to
update your profile

e You will also receive an annual email requesting you to log on to AMPS and validate
your ‘current/active’ status
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AMPS External Account Request (Non-DLA Government, Military
or Contractors)

LOGOUT

AMPS Login

Welcome to the DLA - Account Manag: it and Provisioning System.

Thig iz a Department of Defense {DoD) computer system. This computer systemn, including all related equipment, networks and netwark devices (specifically including internet
access), are provided only for authorized U.S. Govemnent use. DoD computer systems may be maonitored for all lawful purposes, including to ensure that their use is authorized;
for management of the system; to facilitate protection against unauthorized access, and to verify security procedures, survivahility and operational security. Monitoring includes
active attacks by autharized DoD entities to test ar verify the security of this syster. During manitaring, information may be examined, recorded, copied and used for authorized
purposes. Al information, including personal information, placed on or sent over this system may be monitored. Use of this DoD computer system, authorized or unauthorized,
constitutes congent to monitoring of the system. Unauthaorized use may subject you to criminal prosecution. Evidence of unauthorized use collected during monitoring may be used
far administrative, criminal or other adverse action. Use ofthis systern constitutes consent to manitaring for these purposes.

Attention Non-DLA DESAM users: You will need to contact the DSCR Helpp Desk at (804} 279-4357 or (866) 335-4357 and provide your DESAM Userid in order to initialize your
access to AMPS. This process is being undertaken to enhance the security of your account. Click here for Collaboration Users Job Aid.

Enter your AMPS D, pagsword and click Login.
If you are unable to login, contact vour local help desk

Ifyou do not have an AMPS UserlD, click here to request a new account.

Forgot your AMP'S UserlD, click here fo find it.

useriD |

FPassword |

Lagin Forgat Your Password?

Home  FAQ@  PrivacySecurity 508 Compliance  Contact Us =l

Navigate to the AMPS using this URL: https://amps.dla.mil/

External end users (Non-DLA Military, Civilian, Contractor, and Suppliers/VVendors) can
request a Collaboration account by clicking on the designated ‘here’ link.

External end users who have obtained an AMPS account can access their information by
inserting their User ID and Password and clicking the Login button at the bottom of the
page.
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T

AMPS Registration

Per OLA Directive (CJCSM 6510.01), Defense- in-Depth: Information Assurance (4) and Comguter Netaork Defense (SO, a user shanng their uzer 10 and pagsword with another
personig) conslitutes a security violation, Improper identification of a user, such as identifing a contractor a5 3 Government empioves, is also a seourity viglation, Upon detection of
Ihese situstions, the cliegnt adminislralonadll revake he user access immediately and conduct an imeshigation.

By submission of this System Awthorization Access Request (SAAR), vou agree to comply with all DLABSM system policies, inchding the DLA Rules of Behador,

AlUser Type & Customer & Supplier

Plzaze tontactthe help desk 2l (S04)2T0-4357 or 1{865)335-435T iyou have any questions concaming e use of this System.

Continue I Cancell

FAQ  PrivacyiSecurty 508 Compliance  Condactils

Designate yourself as either *‘Customer’ (Military Service sites e.g. Navy, Air Force,
Army, Marine, or Military Contractor) or ‘Supplier’ (Vendors e.g. Boeing, Northrop
Grumman) and click the “‘Continue’ button.
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LOGOUT

Application Access Request Form - User - External

Autherity: 5 U.5.C 301, Departmental regulations; 10 LLS.C. 133, Under Secretary of Defense for Acquisition and Technology; 18 U.S.C. 1029, Access device
fraud; E.Q. 10450 Security Requirernents for Government Employees, as amended; and E.Q. 9387 [(S5N)

Principle Purpose(s):  Information is used to control and track access to DLA-controlled networks, computer systems, and databases. The records may also be
used by law enforcement officials to identify the occurrence of and assist in the prevention of computer misuse and/or crime. Statistical data, with all personal
identifiers removed, may be used by management for system efficiency, workload calculation, or reporting purposes.

Routine Uses: Data may be provided under any of the DoD "Blanket Routine Uses" published at http:ihwanir. defenselink milfprivacyinotices/blanketuses html

Disclosure: Disclosure is voluntary; however, if you fail to supply all the requested information you will not gain access to the DLA - Account Managerment and
Provisioning System{&MPS) database. Your identity / security clearance must be verified prior to gaining access to the AMPS database, and without the requested
infarmation verification can not be accarmplished

Rules of Use: Rules for collecting, using, retaining, and safeguarding this information are contained in DLA Privacy Act System Motice S500.55, entitled
"Infarmation Technology Access and Control Records" available at hitpitwewee.defenselink miliprivacyinoticesidla .

Submission Date Thursday, March 29, 2007 9:13:02 AM EDT

BacklM Cancel |

Haome FAl FrivacyfSecurity 408 Compliance Contact Us

Affirm your agreement with the DLA Privacy Act Provisions by clicking the ‘I agree’
checkbox at the top of the form and click the “‘Continue’ button.
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Register a New AMPS Account

Welcome to AMPS, DLA Account Management and Provisioning Systern

User Information

First Name ISteve .
Last Name INash .

Address |EDDD Jefferson Davis Hary #

City/APOFPO  [Richmond *
stateiaEaP [va =] *
Zpcode [23297 | *
Country Ih *

[ official Email

Gdreas |steve nash.ctrggdla mil u
[£] official Teley [po4-277-3848 *
Number
[il official Fax |
Number
User Type ICuntractur ~| * Pane will refresh after an item is selected.

DODAAC  |[SHsIRR]

*indicates a required field =

Continue | Cancell ﬂ

Provide your contact information and other descriptive information. Validate your email
address was entered correctly and then click on the ‘Continue’ button to proceed.

NOTE: At each drop down box selection the page will refresh, please wait for the refresh
before continuing to the next box
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.J? h, n" 7 Logged in as Newlse
g efense | -_gmﬂ!s‘ﬂgency
[iF BEEOint Management and Provisioning System (AMPS)

Register a New AMPS Account

YWelcome to AMPS, DLA Account Management and Provisioning System

External Supervisor Information

First Mame [Lamy * LastMame [Bird #*

Email Address |lamybird@yahao.com o

Telephone  |[EE

*indicates a required field

Continue Cancel

Home  FA@  Privacy/Security 508 Compliance  ContactUs

Provide your Collab POC* contact information in the Supervisory Section. Your Collab
POC has been designated as the approving authority for this system, vs. your supervisor.
Validate the Collab POC email address was entered correctly and click on the ‘Continue’
button to proceed.

NOTE: Notify your Collab POC that a request for authorization / approval email will be
sent to them at the completion of this SAAR.
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g _jls?mg'igency
d ré‘n&gement and Provisioning System (AMPS)

J
Register a New AMPS Account

Wielcome to AMPS, DLA Account Managernent and Provisioning System

External Contracting Officer Information

First Marme |James * LastMame [Bond e

Email Address |James.bund@dla.mi\ *

Telephone |B03-344-3848 #

*indicates & required figld

Home  FAQ@  PrivacyiSecurity 508 Gompliance  Contact Us

The external contracting officer information screen will display (If the user selected
‘Contractor’ as their User Type on the “User Information” form).

Fill out the required information and click the ‘Continue’ button to proceed.
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Logged in as Newlser

""": d et dnagementiand Provisioning System (AMPS)
Register a New AMPS Account

Welcome to AMPS, DLA Account Management and Provisioning System

External Security Officer Information

First Mame IKathy *  LastMame |Martinez #

Email Address |Kathy.ru1ar1inez@dla.mil i

Telephane |801-586—2288 #

*indicates a required field

Continue | Cancell

Home FAG PrivacySecurity 508 Compliance Contact Us

For the purpose of Collaboration, Kathy Martinez has been designated the Security
Officer, enter the contact information as listed above and click on the “‘Continue’ button
to proceed.
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Logged in as Newlser

LOSOUT

Create a Password

[flPassword pessssssssssssns

Confirm Password Im #

Password Policy

Maxirmurm Lenagth: 32
Maximurm Occurrences: 3
Maxirmum Repetitive: 3
[l pesource | Maxirum Sequential 3

accounts whose | Minimum Alpha: 1

password will be Minimum Length: 8
changed ifselected, | Minimurn Lowercase: 1
Minimum Kumber of Character Type Rules That Must Pass: All
Minimum Mumeric: 1
Minimum Special: 1
Minimum Uppercase: 1
Must Mot Contain Attribute Values: email, firstname, fullname, lastname

*indicates a required figld

Continue | cancel |

Home  FAQ  PrivacySecurity 508 Compliance  Contact Us

Next, create a password in conformance with DLA guidelines, as listed below.

The password must contain at least two numeric character, two upper case letters, two
lower case letters, and two special characters (i.e. “*’, ‘&’, “’, ‘%’ etc.). The password
must be at least nine (9) characters long and cannot contain any words found in the
dictionary.
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cfense Logisties Agency
Blirit Management and Provisioning System (AMPS)

Inbox ltem Edit

Lagged in as Mewlser

Authentication Questions

Please answer the following questions.  Answers will he automatically converted to upper-case.

Question Answer

Wihat is your favarite colar? | |

Wihat city where you born in? |

Wihat is your favorite movie? |

Cantinue | Cancell

Home  FAQ  PrivacySecurity 508 Compliance  Contact Us

[
The user is next prompted to submit three authentication questions and answers which are
utilized in the event of a forgotten password.

NOTE: The answers to these questions will be required if you forget your password so
use caution when selecting abbreviations. You will be able to submit your own

personalized questions and corresponding answers upon creation of their account via
their profile page.
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Logged in ag Mewl lser

Y ACE; }E@bgement and|Provisioning System (AMPS)

Inbox Item Edit

Thank you for registering
Last Name  Smith

First Name Joe

Yo new AMES account wil Be ready momentarly. Please follaw the link helow to tog into AMPS using the ccount listed below and the passwond that vou provided dusng
registeation

User I EJ300003
Click here to leave registration pages and log into AMPS Lzava AMPS Reaistalon

FaQ FrivacySecyrity 02 Compliance Contact s

(-]
Upon submission of your information, you will be provided a User ID and can now

access the application using this User ID and the password previously chosen during the
registration process.

You can now submit your request for the Collab Job Role.

In order to do this, you must logout of this screen by clicking the ‘Logout’ button in the
upper right corner of the page and log back into the system by clicking the “‘Login’ link
on the subsequent page and utilize your new User ID and password.
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External User Login

AMPS Lodgin
Walcatne 1o the DLA - Account Manadenent dd Provisioniig System,

This i+ 2 Department of Defense (Dol computsr system. This computer system, including all related equipment, networks and network devices [specifically including intsrmet
ACCOES), Are provided only Tor authorized ULS. Government use. Dol compuler systerns may he monitored for all lawiul purpases, including 10 ensire that their use is suthorized,
tfor management of the systen: to faclitate prolection against unauthorzed sccess, and e verly security procedures, suravabilty and operstionat security. Monitoring includes
active atiacks by authonized Dol enfities to test orverify the security of this system, During ronitoring, infarmation may be examined, recorded, copied and used for authorized
purposes: All information, including personsl information, placed onor Serit aver this syslem may be monitore d. Use of this Dol computer system, autharized or unautharized,
congtituies consentto monitoning of the system. Unautharized wse may subject you to criminal progecution. Evidence of unawthorized use collected during manitering may be used
Tor adminisirative, criminal or other agverse aciion. Lise of this system constiuies consent to menitoring for these purposes

Airtenition Noji-DLA DESAM users: You wilk nesd to contact the DSCR Halj Desk af (804) 2720357 or {2866} 3354357 and provide your DESAR Userid inorder to mitialize your
access to AMPE, This process is being undertaken to enhiance the security of vour accownt, Ciick here for Collaboration Users Job Ald.

Erdet your B8PS D, password and chek Login. %
Iy are urable fo ogin, contactyour local help desk

Ifyou do nof have an AMPS UserdD, click here to request s new accound,

Forgot your AMPS UserD, clickhere tofing i

O Please login st

UseriD |

Pazswiard |

Login | Forgot Your Fasswond? |

URL: https://amps.dla.mil/

Type in your new User ID and Password
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__________________________________________________________________________________________________|
Role Request Process — External DLA User (Non-DLA Government,
Military, Supplier/VVendor, or Contractor Personnel)

AECouAt Management and Provisioning System (AMPS)

ofistits Agency

LOGOUT

\Welcome Steve, Please select from one of the following options.

Attention:

Change System
Passwaords

Update Challenge
Questions

Update Your Account
Information

Request or Update
Access to an
Application

Request Removal of
a.Job Role

Manage pending
approvals or
requests

View Status of
Submitted Requests

View and Download
AMPS Job Alds

AMPE nowe allowes Primary Role changes during a new Role reguest. A new "Change Priman checkbox provided in the "Request Access” functionality
of AMP 3 will toggle the available Roles to make the Primary Roles available even ifyou already have a Priman Role. Formerly, a Remaove Job Raole
request had to he submitted prior to requesting a new Primary Job Raole

Change Fassword

Change Answers to Authentication Questions

Update AMPS Profile

Fequest Role

Remove Role

Wiew Inbox

Checlkon a request

Wiew Joh Aids

Home FAQ Privacy/Security A08 Compliance Contact Us

To request a new role click on the ‘Request Role’ link
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Application Access Request Form - User - External

Please Mote: AMPS is an enterprise systemn and accommodates systemns other than BSM. Only those roles specifically for POMI can be regquested through the POMI option. Only
those roles specifically for CRM can be requested through the CRM option. All other BSM reles should be requested using the BSM option. AMPS roles are specific to AMPS

administration and require supenisor and AMPS Admin approval prior to heing granted

For Which Application Are You Requesting Access?

I WEhCATS

£ CRM

 Collabaration
B

€ B5M

 PDMI
¢

Fage will refresh after an item i= selected.

*indicates a required field

_Next| _cancel

Home  FAQ  PrivacyiSecurity 508 Compliance  Contact Us

Select “Collaboration’ and click the *‘Next’ button to proceed.
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g . Logged inas GBY1669
i _g'!s‘if!s‘hgency
d _é"négement and'Provisioning System (AMPS)

LoGouT

Application Access Request Form - User - External

FPlease Mote: The default ("Default”) aption gives a list of all job rales available through AMPS. If vou do not currently have a primary role, vou will only be allowed to view primary
roles. Ifyou currently have a primary role, only additional and balt on roles will be displayed. [fyou wish to change your primary rale, you first must request removal of your current
primary role.

For Which Sub Category Are You Requesting Access?

= Default
' Custormer
i Supplier
#*

Page will refresh after an item is selected

*indicates a required field

Back |M Cancel

Home Fad PrivacyiSecurity 508 Compliance Contact Us

Select your appropriate Sub Category (Customer or Supplier), wait for the screen to
refresh, and then click the ‘Next’ button to proceed.

NOTE: Do not leave ‘Default’ selected or you will not see the correct roles on the next
screen.
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Application Access Request Form - User - External E

Primary | Change Primary | Current Primary Role

Collaboration Role | [ Change

age will refresh after the checkbox is selected

Cantfind a role? By clicking the checkhox ahowe you are indicating that you would like to replace your Primary Job Role

Application Roles | Admin Reles
Current Roles —M——————

E‘Please Select  [10-383-B5M Prad External - External Customer Collaborator - Yiew JO-383
Your Desired Role | 0384 ~BSM Prad External - External Custormer Collaborator - Update JD-384

(TIP: Filter results | 10.335~B5M Prod External - External Supplier Collaborator - View JD-385 =

using the ‘Guick  |,0-386-B5M Prod External - External Supplier Callaboratar - Update JD-286 >
Filter* feature below.

For mere detail click =

on the "information™ =
hox.}p

Show Roles with Descriptions

Justification for
Access/Comments LI
#

*indicates a required field

BacklM Cancel |

[

Home FAQ PrivacyfSecurity 508 Compliance Contact Us

The next screen will list your current application roles and provide the role options
available to you. Highlight the desired role and click the “>" arrow to choose the role.
Then click on the ‘Justification for Access Comments’ textbox and type your reason for
requesting this role. Finally, click the ‘Next’ button to proceed.

Customers will select either JD-384 for UPDATE access or JD-383 for VIEW only
access

Suppliers will select either JD-385 for UPDATE access or JD-386 for VIEW only
access

Page 19 of 50
29 March 2007



LOGOUT

Application Access Request Form - User - External

Autherity: 5 U.5.C 301, Departmental regulations; 10 LLS.C. 133, Under Secretary of Defense for Acquisition and Technology; 18 U.S.C. 1029, Access device
fraud; E.Q. 10450 Security Requirernents for Government Employees, as amended; and E.Q. 9387 [(S5N)

Principle Purpose(s):  Information is used to control and track access to DLA-controlled networks, computer systems, and databases. The records may also be
used by law enforcement officials to identify the occurrence of and assist in the prevention of computer misuse and/or crime. Statistical data, with all personal
identifiers removed, may be used by management for system efficiency, workload calculation, or reporting purposes.

Routine Uses: Data may be provided under any of the DoD "Blanket Routine Uses" published at http:ihwanir. defenselink milfprivacyinotices/blanketuses html

Disclosure: Disclosure is voluntary; however, if you fail to supply all the requested information you will not gain access to the DLA - Account Managerment and
Provisioning System{&MPS) database. Your identity / security clearance must be verified prior to gaining access to the AMPS database, and without the requested
infarmation verification can not be accarmplished

Rules of Use: Rules for collecting, using, retaining, and safeguarding this information are contained in DLA Privacy Act System Motice S500.55, entitled
"Infarmation Technology Access and Control Records" available at hitpitwewee.defenselink miliprivacyinoticesidla .

Submission Date Thursday, March 29, 2007 9:13:02 AM EDT

BacklM Cancel |

Haome FAl FrivacyfSecurity 408 Compliance Contact Us

Click the “Next’ button to affirm your acceptance of the DLA Privacy Act Agreement
and proceed.
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Application Access Request Form - User - External

Tell Us About Yourself

Citizenship IUS ~ | # Page will refresh after an iterm is selected.

Last Hame |Nash First Name |Steve II'Ml I

Business Adilress |EDIJIJ Jefierson Davis Hwy

City/APOFPO  [Maui o
stateiaEP K5 =] *

zpcode 3236 |

Country Ih*

[i] official Email
Address

Humber ISD4—2?4—2334 #* (il official Fax Number

User Type ICuntractur ~| * Pane will refresh after an item is selected.
il popaAc IEVOQH

[ilTime Zone [Central =]*

|steve.nash ctr@dla mil .

[il official T

[ilssn quuou * Click information icon for clarification of S5M usage

[ilRe-enter SSN quu.u #*

*indicates a required field

Back | Newt| Gancel | =

Most of your information is pre-populated on the form. Provide your Citizenship, SSN
(US citizens) and any other necessary revisions, and click the ‘Next’ button.

NOTE: At each drop down box selection the page will refresh, please wait for the refresh
before continuing to the next box

Page 21 of 50
29 March 2007



Logged in as GBY1665

Application Access Request Form - User - External

Please Ensure That the Supervisor Information Below is Accurate

[i] Supervisor Last |Elird #
Name

[i]Supervisor First [Cowrenee .
Hame

[il supenisor Email

e [varry.ird.dia.mi *

[ilSupendsor Phone [
Number ==

* indicates a required field

Back | Newt| cancel |

Home Fag Privacy/Security 508 Compliance Contact Us

[ -|

Make any necessary changes to your supervisor / Collab POC information and click the
‘Next” button.
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Logged in as GBY1669

LOGOUT

Application Access Request Form - User - External

Please Ensure That the Information Below is Accurate

[il contracting
Officer Last Hame

[il contracting
Officer First Name

[il contracting
Officer Email  |[ElglER it Ry
Adiress

|Bond #

|Jarnes e

[il contracting

Officer Phone  |800-555-1212 E

Humber

*indicates a required field

BacklM Cance| |

Home FAGQ PrivacywSecurity 408 Compliance ContactUs

The external contracting officer information screen will display (If the user selected
‘Contractor’ as their User Type on the “User Information” form during self-
registration or “Tell Us About Yourself” form in this process,) with the information
the user provided during the registration process. Assure the information is correct, as
noted in the sample above, and click the *‘Next’ button to proceed.
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Logged in as G

_ 0Nt Mahagement and Provisioning System (AMPS)
Application Access Request Form - User - External

Please Ensure That the Security Officer Information Below is Accurate

[i] Security Officer .
Last Name |Becuuﬁ’|
[ilSecurity Officer "
First Name |Pau\
[flsecurity Oficer |naul.secucti@dla.mil #*

Email Adilress

[il Security Officer l— .
Phone humber 11032826345

*indicates a required field

pack | [riext] _cancel

Home FAQ PrivacywSecurity 508 Compliance Contact Us

=

The security officer information provided during the registration process is prepopulated.
Assure the information is correct, as noted in the sample above, and click the “Next’
button to proceed.
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Logged in as GB9166Y

Application Access Request Form - User - External

I Please affirm your acceptance of the Terms and Conditions and Non-Disclosure Agreement

1agree W *

I amccept the responsibility for the information and DOD ﬂ
User Acceptance system to which T am granted access and will not exceed
Statement my authorized level of system access. I understand that
my access may be revoked or terminated for non-compliance
mith NTEL/NAN =acurits nalicias T armant tha LI

i Nondisclosure Statement

lagree W~ *

Mondisclosure systems for any purposes other than the Govermment
Statement activities authorized under contract, nor will I make
this information available to any contractor/vendor or
+third marties  Anw unantharized use nf this datba =

Submission Date Friday, March 30, 2007 2:50:17 PM EDT

a
Under no circumstances will I use data extracted from DLA j

* indicates a required field

Back | Next| cancel |

Horme  FAQ  Privacy/Secutity 508 Compliance  ContactUs

Affirm your agreement with the Terms and Conditions of Use and the Non-Disclosure

Agreement by clicking the ‘1 Agree’ checkboxes. Then click the “Next’ button at the
bottom of the form.
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Logged in as GBY

Application Access Request Form - User - External

@ Avalid DODAAG is reguired for all requested Collaboration Application Roles.
Mizsing walue for required field "=strong =S5k =/strong ="

Mizsing value for reguired field "=ctrang=Re-enter SSM=rstrong=".

Invalid Social Security Mumber: Please re-enter your Social Security Murnber

[il Please affirm your acceptance of the Terms and Conditions and Non-Disclosure Agreement

lagree ¥ *
-
I accept the responsibility for the information and DOD
User Acceptance system to which I am granted access and will not exceed

Statement wmy authorized level of system access. I understand that
wmy access may he revoked or terminated for non-compliance

with NTEL/NAN accurits waliciea T arment the ll

i Nondisclosure Statement
| agree W *

Nondisclosure

-
Under no circumstances will I use data extracted from DLA
systems for any purposes other than the Government

Statement activities authorized under contract, nor will I make
this information availahle to any contractor/vendor or =
third martiss  2nw nnantharized nas af thi=s data [ |
Submission Date

Thursday, March 29, 2007 9:55:55 AM EDT

*indicates a required field

&l

Any issues detected or required fields not filled out will be reported at this point and will
need to be corrected to continue. Click the ‘Back’ button(s) to return to the screens that

contain the issues noted, correct them and click the “Next’ button(s) to return and try
again.

Page 26 of 50
29 March 2007



Logged in as GBY1664

N J eferse "_g'fs‘?f!s:ﬁgency
SIS HEEBtt Mdnagementiand Provisioning System (AMPS)

Inbox Item Edit

Click [Submit] below to complete your request.
Your request will NOT be submitted unless you click [Submit].

Please note the SAAR number of your request for future reference.
SAAR® 2134

Application Access Request For:  Collaboration

Requested Roles  BSM Prod External - External Custamer Collabarator - Update JD-384
Last Name Mash

First Name Steve

M

Submit |

Home — FAQ  Privacy/Security 508 Compliance  ContactUs

=

A summary of your request is shown with your SAAR number. Print this page for future
status follow-up, if required and click ‘Submit’ to complete request.

NOTE: Notify your Collab POC that a request for authorization / approval email will be
sent to them shortly; access cannot be granted until the Collab POC approves your
request
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Check on a request

Welcames Gregg. Please select from one of the follawing oplions,

Wkt Your Accoet
Information

Reduest o Update
Accesstoan ReguestiRolz
Application

Update AMFS Profile

Requast Removal of

aJobRole "ETE Fole

RemoveDisalle a
Users Job Role Zubordinatz Rele Remowal
Access
View Status of hatk '
StilMnitted Regquests

K

Wiew and Manage

AMPS Repoits AMPS Reporls

View and Download

AMPS Job Ajds View Job Alde

Home  FAD  PrivacySecusty 508 Compliance  CentaclUs

[ 4]

You can check on the status of a request by clicking on the ‘Check on a request’ link on
the AMPS main menu.

Page 28 of 50
29 March 2007



Vé“n&gement and Provisioning System (AMPS)
Active Requests

Click an a SAAR to view mare infarmation

| ¥Hame

Process State Description

SAAR #2138- Request User Access for Steve Nash (GB91668) 03302007 14:50:13 EDT | Request Access suspended Requestuser access for Steve Mash (GBY1669)

Return ta Main Menu

Haome FAQ PrivacySecurity 508 Compliance Contact Us

[
All active requests are accessible from this screen.
AMPS - Process Status B
Mame SAAR #2134- Request User Access for Steve Mash (GBS1669) 03292007 09:55:51 EDT
Description Request user access for Steve Nash {GB91665)
Type Request Access
Cwimer GBY1669
State suspended
Host dened010 edc.ad.dla.mil
Start Date Thursday, March 29, 2007 9:55:51 AM EDT
Execution Time | 10 seconds
Task Results
0372972007 09:55:53 EDT- Process Started
0372972007 10:18:37 EDT- User Reguested roles: [BSM Prod External - External Customer Collaborator - Update JD-384]
037292007 10:22:47 EOT - Awaiting your Supervisor's Approval
Attribute OldValue New Value Status
cn=GB91669,cn=Usersdc=dla,dc=mil on EAD
externalSecurityOfficerTelephone 333-222-2345 A03-262-6345
externalSecurityOficerLastName saul Secuofii
externalSecurityOfficerFirstiame paul Faul
externalSecurityOfficerEmail gharr@technatormy.com paul.secuofig@dla.mil
externalContractingOfficerEmail gharr@technatormy.com james.bond@mié.hms
Account cn=6GB9166%9,cn=Users,dc=dla,dc=mil updated
Back =
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External Collab POC Approval

& subordinate has reqguested your approval for o job role via DLA's Account Management and Provisioning System (AMPS). Please
click on the link below to approve or deny the request at your earliest convenience:

Reguest Detail

This message is provided by DLA's &ccount Management and Provisioning System (aMPS) for notification purposes only. Please do not respond o
this message. If youw have any guastions regarding this notification, please contact the AMPS help desk,

Upon submission of the request, your supervisor / Collab POC receive an email
notification summary of the request. The supervisor / Collab POC / Collab POC clicks
on the provided link in order to access the pending approval request.

Requests can remain in the Collab POC’s Inbox up to 15 days. After 5 days of
inactivity, a second email notification is forwarded to the Collab POC regarding the
approval request. If the request remains dormant for an additional 5 days, another
notification is generated to the Collab POC requesting their action on the request.
The request is cancelled if no action is taken 15 days after generation of the initial
notification.
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This iz 4 Department of efense (DoD) compuler syslem. This computer system, including all refaled equipment, nebworks and network device s {specifically ingluding inleinet
acees s), ane provided only for authorized U5, Govemment use. Dol computer systems may be monitered for all lawful purposes. including to ensure that thair use |5 autharized, for
manzgement of the system; to facilitate protection against unauthonzed access, and to venify security procedures, suivivability and operatioral secunty. Monioring includes active
altacks by authorized Dol enlifies fo Yestor vernify the securily of this sysiem, During manitoring, information may be examined, recorded, copisd and used for authorized purposes,
Allinfarraation, including parsonal inforrmation, placed on oF sent over s system may be roniloied. Use of his DoD computer systerm, authaized of unauthorzed, constitutas
consentto maonitoing of the systen. Unauthonzed use may sublact you to orimingl prosecution. Evidente ofunauthorzesd use collected dunng monitaring may be used for
administrative, criminal or oiher adverse action. Use of this svsiem constibutzs consentto monitonng for these purposes,

Cliek on Regquest Below to Approve of Reject

Approval Request Descriptien
Request User Access forJohn Willams (EAVOOGO1 )

Feguest Arcess

Upon clicking the link, the Collab POC is taken to the AMPS Menu. The request is
accessed by clicking the ‘Request Access’ link.

Page 31 of 50
29 March 2007



Passwords | Approvals | Tazks | Reports | Roles | Resources Risk Analysis Configure ;I

| Home | Accounts

| Awaiting Approval | Previously Approved | Previously Rejected |

External User Application Access Approval
Flease affirm the requestor's need for access to the referenced application and indicate your approval or denial of the request.

SAARZ: 2134

[i] Application
Access Request For

Requested Roles  BSM Prod External - External Custorner Collaborator - Update JD-384

Collabaration

Requestor's
Justification For  new job
Access

Requestor Information
[FlssN  mre

Last Name Nash
First Hame  Steve
E ]

[i] official Email

steve.nash.ctrfidla.mil
Address

[il official Telephone

Number 800-277-35638

Request Decisioning

Supervisor Decision IApproved ~|* Pagewill refresh after an item is selected.

=--Plegse Select--=
Approved ;'
Denied _I
New hire. Grant him all rights. -
Comments
=
*
ication A
- vl CETIE T 25

Application Access T
End Date IDSJESIQDDS

Approver Infermation

[[approver Last o
Hame

[i] Approver First

Jeff
Name

[i] Approver Email

Bddress J°ff-suithdla.uil

[i] Approver Phone

Mumber §45-256-6546

[ DLA Policy Disclaimer

lagree [ *
B
It is a violation of DLA policy to grant application
DLA Policy access to any individual other than a direct report.
Disclaimer Violation of this policy may result in disciplinary
action. J
¥

* indicates 2 required figld

Complete Cancel ﬂ
The Collab POC decision is selected from the drop box and submitted. The Access Start /

End Date will automatically populate for one year duration; if this does not automatically
populate, set it at one year. External users will be required to validate their ‘need to
know’ annually and will extend for another year at that time. If approved, the request is
forwarded to the DLA Data Owner for approval. If rejected, the request is cancelled and
the requestor is notified of the rejection via email notification.

NOTE: At each drop down box selection the page will refresh, please wait for the refresh
before continuing to the next box.
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External User Access Grant

The following request hos been approved and created: Please contact the help desk ot {804) 279-4357 to obtain your passwaord.

Request Detail

-
ey S
[B5tA Prod Additionsl = 8% CRM Sustainment Suppart Bolt On Cgle]

This message is provided by AMPS for natification anly. Please da not respand to this message. If you have any guastions regarding this
natification, please contact the help desk,

The user receives a notification email upon approval of your request for access to the
Collaboration system. When the email is received you should:

1) Call the DLA help desk, Commercial: 804.279.4357 or DSN: 695.4357 or toll free
1.866.335.4357, and tell the representative that you are an External Collab user needing
your BSM COLLAB Portal password. (Please specify that it is Collab you need access
to, as other external users will use this help desk for access to other systems). Provide the
representative your Request Number (SAAR), which can be found in your email (see

sample above).

2) The representative will give you a generic password, stay on the line with the help
desk representative and navigate to the Collab website: https://pmcl.bsm.dla.mil. Key in
the generic password provided by the help desk and you will be prompted to change it.
The new password must be 9 characters which contain 2 upper case, 2 lower case, 2
numbers, and 2 special characters.

PLEASE NOTE: This Collab password will expire if inactive for 30 days so please
remember to log on often to the https://pmcl.bsm.dla.mil website to keep your password

active.
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https://pmc1.bsm.dla.mil/
https://pmc1.bsm.dla.mil/

|
Role Removal

Loggad in as hid1 669

LOGOUT

Welcome Gregy Please select from one of the folioeing oplions,

Ugsckarta Walir Accoumnt
Erformation

Reduest of Update
Accesstoan RequesiHole
Applacation

Reduest Removal of
a.Jab Role

Update AMPE Profile

Remove Rols

RemeveDisable a
Useis Job Robs  Subordinate Rale Remoal
Hccess

View Status of

ek nr i
Sumnifted Requests Chetk on @ request

Wiew anid Manage
AMPS Repoits

View amd Download
AMPS Job Alils

AKPS Repors

Wiewy Job Alds

Home.  FAQ  PrivacyiSecwrly 508 Compliance  ConlactUs

Users can initiate the removal of roles that are no longer required by clicking the
‘Remove Role’ link next to the ‘Request Removal of a Job Role” prompt.
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Loggedinas GB91669

LOGOouUT

Remove Job Role
You have chosen to remove a job role from the selected user

DLA LoginID  GBY1669
FirstHame Steve MI LastName Mash
Email Address  gregg.barr.ctri@dla.mil  Primary Phone  804-279-2934

[l supervisor

[ilSelect Job Role to

Remove |EISM Praod - Tech Data Supply Technician JD-?DE_Data_OWnerj * Page will refresh after an item is selected

Applications  AMPS  Position Sensitivity / IT Level  NAS

No longer doing this job.‘ ;I
[ilJustification for
Removal =l
*

*indicates a required field

Continue Cancel |

Home Fad PrivacySecurity 508 Compliance CaontactUs

The user selects the applicable role for removal from the drop-down; clicks in the
‘Justification for Removal’ textbox and types their reason for the request; and then clicks
the ‘Continue’ button.

NOTE: At each drop down box selection the page will refresh, please wait for the refresh
before continuing to the next box
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Logged in as GB91669

4; N !". '
eferse | -_gfsm,'sﬂgency
BEEBtint Management and \Provisioning System (AMPS)

Confirm Remove Job Role

This request will remove the BSM Prod - Tech Data Supply Technician JD-706_Data_Owner job role from Steve Nash. Select"Back” to change your request, "Submit' to submit
your request, ar"Cancel" to end the process and return to the Main Menu

Back Submit Cancel |

Haome FAQ PrivacySecurity 508 Compliance Contact Us

=

The user is prompted to confirm the job removal request. If the summary information is
accurate, the user clicks ‘Submit’ to continue the request processing.
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Logged in as GB91669

¥ ACC ‘Mdnagement.and Provisioning System (AMPS)
Remove Job Role Submitted
The request to rermove job rale BSM Prod - Tech Data Supply Technician JD-706_Data_Owner for Steve Nash has been submitted

Your requestis associated with the following infarmation
SAAR Number 2135
Submit Date 0372972007 10:38:03 EDT

Return o Main Menu

Horne FAQ Frivacy/Security a08 Compliance Contact Us

Upon submission, the user is presented with a summary of their request. At this point,
the workflow initiates an email notification to the user’s Collab POC for their approval of
the role removal request.
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The following request was submitted for your approval:

Reguest Detail

olut i

This massane is provided by AMPS for notification only. Please do not respond to this message. If you have any questions regarding this
notification, please contact the help desk. '

Upon receipt of the request, the user’s Collab POC can access the request via the link
provided or via their AMPS Inbox.
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Pleass afirm the regquestors need for sccess 10 the referenced application and Indicate your appeoval or denial of the requesl

SARR= 978
Requested Roles  Prod Simulalion WenCATS
Requestor Infarmation

Larst Mamye  O'Shea

First Mame  Havin
LEimr
(i official Email ¥
Adidress Fewin DS hea i@l ol
{i} offictal Teleplione "

Hamrnlyer 204.279.2024

[ElJustificationfor  Don't need it H
Removal o

Request Decisioning
superdzer Decision EI‘\FJWUPBI! 'I b

[il DLA Policy Disclaimer

lagies ™
It iz a violation of DILA policy to grant application d
gooess bo any individual other than a direct ceport.
Violation of this poliey way result in disciplinacy

action.
=
* indizates a resjuired fiekd

OLA Policy
Disclaitne

[

complete | | cancal |

Upon indicating their decision and checking the DLA Policy Disclaimer affirmation, the
Collab POC completes the process by clicking the ‘Complete’ button.
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The following request has been approved and your access has been removed:

Reguest Detail

This massage is provided by 4MPS for notification only. Please do not respond to this message. If you have any questions regarding this
notification, please contact tha help desk,

Upon Collab POC approval, the workflow generates an email notification to the requestor
detailing their Collab POC’s decision. In this case, the request for removal of the role
was approved.
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|
Profile Maintenance

Atterttion:

Change System
Passworils

Update Challenge
Questions

Update Your Account
Information

Request or Update
Access toan
Application

Request Removal of
a Jol Role

Manage pending
approvals or
requests

View Status of
Submitted Requests

View and Download
AMPS Job Rids

Users can update their profile by clicking ‘Update AMPS Profile” from the main menu.

LOGouUT

‘Welcome Steve. Flease select from one ofthe following options.

AMPS now allows Primary Role changes during a new Role request. A new "Change Primary” checkbox provided in the "Reguest Access” functionality of
AMPS will toggle the available Roles to make the Primary Roles availahle even if you already have a Primary Role. Formerly, a Remove Joh Role request
had to be subrnitted prior to requesting & new Prirmary Job Role

Change Password
Change Answers to Authentication Questions

Update AMPS Profile
Request Role
Remove Role

Wi Inhox

Check on a reguest

Wiew Joh Aids

Haome FAQ Privacy/Security 508 Compliance Contact Us
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i I 3

ULl SCauntManagement and Provisioning System (AMPS)
AMPS End User Form

Avtherity: S U EC. 301, Depatmental regulations; 10 U.S.C. 133, Under Secrelary of Defense for Acguisition and Technology, 18 LLS.CO 1023, Access device
fesud; B0, 10450 Secunity Requiremants for Government Emplayess, as amendad, and E.0, 9397 (S5N)

Principle Purpose(s):  Information is used to control and track access to DLA-controlled networkes, computer systerns, and databages. The records may also be
used by lsw enforcement officials to identify the eccurmence of and assist in the prevention of computer misuse andfor ciime. Statistical data, with all personal
identifiers rernoved, may be used by management for system efficiency workload calculation, or reporting purposes,

Routine Uses: Data may be provided underany of the Dol "Stanket Routine Uses™ published at hiip o defenselink miprivacynolicesblankel-uses htnl

Disclosure:  Disclosure is voluntary, however, if you fail to supply all the requested information you will not gain access to the DLA - Account Management and
Provisioning SystemAMPE) database. Your identity / security clearance must be verified prior 1o gaining access 1o the AMPS database, and wathout the sequested
infarmation verification can not be accomplished

Rules of Use: Rules for coltecting, using, retaining, and safegquarding this informaticn are contained in DLA Privacy Act System Motice S500.35, entitled
“Infarmation Technology Access and Control Records” available at hip fua defansslink millprivacynolice sidla

Submission Date Wednesday, Fobruary 28, 2007 105237 AM EST

ﬂl Cancel

Haoma FaG FrivacySecunsy S08.Complance ContactUs

Upon affirming their agreement with the Privacy Act Provisions the user can navigate to
their profile page.
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AMPS End User Form

AccountID  GBO18EY

Last Hame [Mash #

First Name |Steve *

Business Address |

City/APOFPO  [Maui #
stateiAEAP [KS 7] *

apcote [ |

Counitry Iﬁ s

[1]Email Address

[ official T [a04-345-2956 *
Humber

official Fax Number [ |
Citizenship Ih *
User Classification W * Page will refresh afler an itemn is selected.
AgencyBranch [USA  [=]Pagewill eftesh after an item s selected. RankRate [PvT =]
fpopaac [ |

[i]Time Zone |Christmas Islands, Kiribati =

Supervisor Information

Please Verify, Change or Add Your Supervisor Information Below

Last Name |Sm|th *  First Name |.Jnhn .

Email Address |john smithi@dla.mil .

Telephone IED4-2?9-2234 *

Contracting Officer Information

Last Name [Caneff * FirstName |James o

Email Address  [iames.conafi@dla.mil e

Telephone IEDD-555-1 2112 .

Security Officer Information

Last Name |Secum’ﬂ *  First Name |Faul *

Email Address |sg[!

Telephone |403-262-6345 *

Role Information

Application Roles Admin Roles

BSM Prod - Chief of Weapon Systerns Support Branch JD-326
BSM Prod Additional - Crystal Enterprise Finance Bolt On Role

*indicates a required field

Elackl Save Cancel

Home FAQ Privacy/Security 508 Compliance Contact Us

The profile page contains information relating to the user’s location and contact
information.

Users can edit information from this page and click ‘Save’.

[4]

NOTE: At each drop down box selection the page will refresh, please wait for the refresh

before continuing to the next box.
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|
Forgot User ID Process
»

E |
BN Yrcis gency
gttt Management.and Provisioning System (AMPS})

AMPS Login

Welcome to the DLA - Account M it and Provisioning System.

This is a Department of Defense (DoD) computer system. This camputer system, including all related eguipment, networks and netwark devices (specifically including internet
access), are provided only for authorized U.S. Government use. DoD computer systems may be monitored for all lawiul purposes, ineluding to ensure that their use is authorized,
for managerment of the systemn: to facilitate protection against unauthorized access, and to verify security procedures, surdivahbility and operational security. Monitoring includes
active attacks by authorized DoD entities to test or verify the security of this systermn. During monitaring, infarmation may be examined, recorded, copied and used for authorized
purposes. Al infarmation, including personal information, placed on or sent over this systern may be monitored. Use ofthis DoD computer system, authorized or unauthorized,
constitutes congent to monitaring of the system. Unauthorized use may subject you to criminal prosecution. Evidence of unauthorized use collected during monitoring may be used
for administrative, criminal or ather adverse action. Use ofthis systermn constifutes consent to monitoring for these purposes.

Attention Non-DLA DESAM users: You will need to contact the DSCR Help Desk at (804) 279-4357 or (866} 335-4357 and provide your DESAM Userid in order to initialize your
access to AMPS. This process is being undertaken to enhance the security of your account. Click here for Collahoration Users Job Aid.

Enter your AMPS 1D, password and click Login.
Ifyou are unahle to login, contact your local help desk.

Ifyou do not have an AMPS UserlD, click here to reguest a new account

Forgotyour AMPS UserlD, click here to find it

UseriD |

Passward |

Login Forgot Your Password?

Home  FAQ@  PrivacySecurity 508 Compliance  Contact Us =l

Users who are unable to remember their User ID can click the applicable “here’ link next
to the ‘Forgot your AMPS User ID’
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Logged in as hew Liser

Locate your userid

Ensar your Ervall Addras s

[ Emnail Addiess |

Continug | Cancel

o

You will be prompted for the email address you entered when registering for an account.
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Longed

Thank you for usmg the MPS Find User Process.

Your AMPE aecount has been located in the Repostory, The usend forQShes Mevin, nas been sentiothe emaill address on file and will arre momeantarily,

Click hereto log ko AMPS 43P Login

508 Complianda Contatct s

Upon successful submission of a valid email address, AMPS generates a notification to
the email address provided during your initial registration process.
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The following account detail was requested through the AMPS "forgot Userid” feature and forwarded to this email address

Reguest Detail

This massage is provided by 4MPS for notification only. Please do not respond to this message. If you have any questions regarding this
notification, please contact tha help desk,

An email notification is sent to you containing your User ID generated during their initial
registration.
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Forgot Password Process

LOGOuT

AMPS Login

Welcome to the DLA - Account M it and Provisioning System.

This is a Department of Defense (DoD) computer systern. This computer system, including all related equipment, networks and netwark devices {specifically including internet
access), are provided only far authorized U.S. Government use. DoD computer systems may be maonitared far all lawful purposes, including to ensure that their use is autharized;
far management of the systern; ta facilitate protection against unauthorized access, and to verify security procedures, sunivability and operational security. Monitoring includes
active attacks by authorized DoD entities to test or verify the security of this system. During monitaring, information may be examined, recorded, copied and used for authorized
purposes, All information, including persanal information, placed on or sent over this system may be monitored. Use of this DoD computer systemn, authorized or unauthorized,
constitutes consent to monitoring of the systemn. Unauthorized use may subjectyou to criminal prosecution. Evidence of unauthorized use collected during manitoring may be used
far administrative, criminal or other adverse action. Use of this systemn constitutes consent to maonitaring for these purposes

Attention Hon-DLA DESAM users: You will need to contact the DSCR Help Desk at {804} 279-4357 or {866} 335-4357 and provide your DESAM Userid in order to initialize your
access to AMPS, This process is being undertaken to enhance the security of vour account. Click here for Collaboration Users Joh Aid.

Enter your AMPS ID, password and click Legin.
Ifyou are unahble o login, contact your local help desk.

Ifyou do not have an AMFPS UserlD, click here to request a new account.

Forgotyour AMPS UgerlD, click here fo find it.

UseriD |

Password |

Login Forgot Your Password?

Harne FAQ PrivacySecurity 808 Compliance Caontact Us ;l

Users who forget their passwords can enter their User ID and click the ‘Forgot Your
Password?’ button.
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LoGouT

Identify User

Please answer the following guestions.  Answers will be automatically converted to upper-case.

[ilAccountiD  GBO16GA

‘What is your favorite color? |\

VWhat city where you borm in? |

what is your favorite movie? |

Login | Cancel

Home FAQ PrivacySecurity 808 Compliance Contact Us

The user is prompted for the answers to the questions submitted during their initial
account request. If the user cannot remember the answers to the questions, they will need
to contact the DSCR help desk for assistance at 804.279.4357 or DSN 695.4357 or toll
free at 1.866.335.4357.
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DLA - Account Management and Provisioning System

Change Password

Pazsword ||
Gonfinm Password f

1 Change ldentity systorm userand all rasource. accounts

Account I | Resource Name | Resource Type | Exists | Disabled | Password Policy
| Waximum Lenglh: 16
[T EKCOm001 Lighthouse Lighthouse fas o inimurm Length: 4

st Mot Contain Afrbute Values: emall, frstaamme,

Wasitrur Lenglh: 32
il Resourcs Maimurm Qeeurmances: 3
Wasimurm Repetitive: 3

:::;"":;'fd"x_‘lf':: Maximurn Sequential 3
changed if selected. :;:2::23:2 fr::t; g
finimum Lowesrcase; |
Minimumn Murriber of Character Type Rules That My
tdinirnm Mumeric: 1
Iinimum Special |
Minimum Uppercase: 1
st Mot Contaln Atribute Yalues: emall, frstname,

[T en=EECO0001 cn=Users de=dla de=mil: EAD LDAP Yes M

Change Password | Cancel

J | o

Upon successfully answering their questions, the user is taken to the password screen,
where they submit their new password information.
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